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1. PARTNER(S)


A list of partners signed up to this protocol is available from the Fife 
Rights Forum website www.fiferightsforum.org/datasharing 

2. POWER(S)

This protocol fulfils the requirements of the following: 


Common Law Powers of Disclosure


The Human Rights Act 1998 (article 8)


The Data Protection Act 1998

3. AIM


This protocol has been formulated to facilitate the exchange of information between partners and improve the procedures for signposting and referral of clients between services.


All partners signed up to this protocol are committed to:

· Partnership working 

· Consistency 

· Quality and equity 

· Valuing the contribution of all services and agencies 

· Clarity of roles, responsibilities and accountability

· Developing closer operational relationships 

· Informed consent 

· High-quality advice services 

· Innovation and best practice 

· Sharing resources 

  
All signatories to this Protocol are committed to a client-centred approach, which recognises and respects individual differences, cultural diversity and rights to confidentiality and privacy.
4. PROCESSES 

4.1 
TYPES OF INFORMATION TO BE SHARED 

It is incumbent on all partners to recognise that any information shared must be justified on the merits of each case. 

The Fife Rights Forum referral and signposting system has three elements:

a) Fife Rights Forum Directory (www.fiferightsforum.org/directory)

b) Fife Online Referral Tracking (FORT) system

c) FORT Client Relationship Management (CRMS) system 

For standard referrals the Fife Online Referral Tracking (FORT) system will gather and share: 

· Client name

· Client address

· Client gender

· Preferred method of contact

· Date of referral

· Service client referred from

· Service client referred to

· Referral issue

· Notes on client contact with service

Where it has been agreed with Fife Rights Forum that a partner requires additional information to assess referral suitability/client needs, and/or that the client information will be gathered and stored on the FORT CRMS, the FORT system will gather and share further details.  This may include (but is not limited to) information such as client date of birth, ethnic origin and/or National Insurance Number.     

4.2 
CONSTRAINTS ON THE USE OF THE INFORMATION 
The information shared must not be disclosed to any third party without the written consent of the agency that provided the information. It must be stored securely and deleted when it is no longer required for the purpose for which it is provided. 

4.3
ROLES AND RESPONSIBILITIES UNDER THIS PROTOCOL 
Complaints about the use or misuse of personal information must be addressed by the service where the complaint originated and should be raised using the service’s complaint’s process.  

All partners using FORT to make referrals must:

· Obtain informed consent for the referral to be made.

· If the service user is present record consent using the form FORT 1.  A copy of FORT 1 should be kept by the agency and a second copy given to the service user. 

· Ensure that, if the service user is not present, consent has been appropriately obtained and recorded. 

· Inform the service user that they have the right to view, amend and remove any details held on the FORT system as outlined in the form FORT 1.

· Maintain a list of all staff who have been trained to seek informed consent.

All partners using FORT to receive referrals must: 

· Complete an online “Terms of Service” document outlining the type of service offered and an indication of the timescale for contacting clients who have been referred to the service. 

All services using FORT and, if applicable, FORT CRMS must:

· Appoint a FORT “Point of Contact” and, if appropriate, a “Sub-Point of Contact” who shall:

· Maintain an up-to-date service list of staff trained and authorised to use FORT

· Accept or reject incoming referrals on behalf of his or her agency/department

· Route all referrals to the relevant member of staff and/or department

· Update the Terms of Service document for his or her service

· Monitor system logs pertaining to his or her service/department

· Ensure referrals are appropriately followed-up and dealt with within a suitable time-scale.

· Satisfy Fife Rights Forum the service has adequate information security procedures in place.

· Satisfy Fife Rights Forum that they have a robust system in place for client identification purposes.

· Satisfy Fife Rights Forum that they have robust procedures in place for verifying and/or obtaining informed consent from the client or their representative in cases in which the client is under 12, or is unable to give informed consent due to a mental health condition, dementia or disability.

· Adhere to any procedures outlined in the FORT instruction manual.   

Partners should clearly explain to the client that it is his or her responsibility to keep appointments and take appropriate documents with them. Clients should also be advised of their rights to return to the referring service if they are not satisfied with the outcome of the referral.  

4.4
SPECIFIC PROCEDURES 
Fife Rights Forum will annually review FORT system use amongst all partners.  A risk assessment will be carried out to establish each partner’s level of associated risk.  Based on this assessment agencies may be recommended for audit. 

Handling Client Requests for Information– all client requests for personal information held on FORT must be made in writing to the FORT Data Controller (below), asking to see his or her records. The client will need to provide his or her name and address, the unique FORT referral identification number (if applicable) and any other information (e.g. date of birth, National Insurance Number) that could be used to help find his or her information.

Correspondence to: FORT Data Controller, Fife Rights Forum, 5th Floor, West 
Wing Fife House, Glenrothes, KY7 5LT.
4.5
RETENTION, REVIEW & DELETION 

Partners to this protocol undertake that personal data shared will only be used for the specific purpose for which it is requested.  The recipient of the information is required to keep it securely stored and will delete it when it is no longer required.  Agencies may also want to request a copy of the partner’s information security policy (where it exists) when sensitive personal data is to be shared.  

Files containing information from partner sources will be reviewed in line with agency policy.  

The recipient will not release the information to any third party without obtaining the express written authority of the partner who provided the information. 

Referral information on any one client will be retained on the FORT 
system until either:

a) All parties to the referral agree the referral episode is closed

b) The client makes a request to end the referral episode

c) A referral has been identified as inactive by the Fife Rights Forum Data Controller and/or FORT Systems Administrator
Once a referral is closed under the above conditions the client file will placed in a holding file for 6 years.  Only the Fife Rights Forum Data Controller and FORT System Administrator will have access to the files during this period. After the 6 year period the client’s details will be destroyed. 

If applicable, information on any one client will be retained on FORT CRMS until either:

a) The client’s details are manually archived by the lead partner

b) The client’s details have not been accessed within a previously agreed timeframe.  This timeframe will be set per CRMS.

c) The client makes a request to be removed from the CRMS

Once a client’s record has been removed from the CRMS, the file will be 
archived for a previously agreed period of time.  This length of time will be set 
per CRMS. After the agreed period the client’s details will be destroyed. 

4.6
REVIEW OF THE INFORMATION SHARING PROTOCOL 

The ISP will be reviewed in twelve months after its implementation and annually thereafter. The nominated holder of this protocol is Fife Rights Forum. It is based on the national template for Information Sharing, which forms part of the guidance issued on the Management of Police Information by ACPOS and the Home Office. 

4.7
INDEMNITY  

As receivers of personal information (Insert details of Agency), will accept total liability for a breach of this Information Sharing Protocol (ISP) should legal proceedings be initiated in relation to the breach. 

5.  SIGNATURE


By signing this protocol, all signatories accept responsibility for its execution and agree to ensure that staff are trained so that requests for information and the process of sharing itself is sufficient to meet the purpose of this protocol.  Signatories must also ensure that they comply with all relevant legislation. 

Signed on behalf of Fife Rights Forum: ______________________

Title: __________________________________ 

Rank/ Position: __________________________ 

Date: __________________________________

 

Signed on behalf of (Partner Agency): _______________________

Title: __________________________________ 

Rank/ Position: __________________________ 

Date: __________________________________


Signed on behalf of (Partner Agency): _______________________

Title: __________________________________ 

Rank/ Position: __________________________ 

Date: __________________________________
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